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=] Agenda (D

3 Dangerous assumptions in the way we do secu
spending
sThere are vulnerabi | I

3 A different approach to insulating ourselves fror
Incidents

»Four deattlefying slides of math
3 This Is Important because:

»Network perimeters are eroding
» t 0s not possi bl e
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Security Spending
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A Risk has some cost, but spending is ARO-centric
A We want to prevent incidents, but spending is vulnerability-centric



] dNewéd Vul I

1. A problem of some sort must exist
2. The problem must involve a change of security state
3. It must be possible to trigger the problem

éi1't doesnodot really get 1 n
Someone finds out about the vulnerability

Someone figures out how to exploit the vulnerability
Someone has the ability to use the exploit on us
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22 ] Is This a Vulnerabilit{ S

char infile[80], username[40], mail_file[40],
current_user[40], tmpstr[40];

[* snip of some intervening code that doesn't
pertain to this example

... blah, blah, blah ... mumble mumble ...
*/
strcpy(current_user, getenv("LOGNAME"));

3 T her e 0 $ased budfer averkow (i.e., a flaw)
3 This is a SUID binary owned by root (i.e., unauthorized access)

z Thi s 1 s Al X, where environme
exploitable)
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Plowi ndow of EEEE -
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Figure 1

(graphic from counterpane.com)

3

Introduced to describe
worm/patch cycle

Note that it is never really O
(.e., there are always some
vul nerabi |1t
know about)

This is the @lay problem,
and we are not likely to
solve it any time soon

» Actually, it has become a
new I ndustr

Does anybody really think
they have O vulnerabilities?
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22 | Interesting Questions NS

1. If a given host on my network is compromised
how severe Is the problem?

2. Does having this information help me take any
simple steps to make that eventuality less
awful?

3. Can | make this advice accessible enough to &
helpful to people other than security nerds?
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Trust Relationships

3 A user might have the
same username and
password on two systems

» User Peyton on X has the same
password as User Peyton on 'Y

» User Steve on Y has the same

password as User Adam on Z ﬁ ﬁ
(For the time being we are only — — — — R
considering admins)
System X System Y System Z

3 We can construct an
OAdj acency
describe these
connections (i.e., if you
know all the passwords
on a system, you can get
to all adjacent systems)




| Why Is This So Bad D

3 A single vulnerability might give an attacker ac
to a great deal of stuff

50nce that happens, |t
logins by legitimate friends vs. logins by nasty
tricksy hobbitses*Wadversaries

3 It might be pretty hard, even, to determine Iif
SomethingBd#l has happened

351 t0s might be relati v
various vulnerabi I 1t
relationships that govern how deadly they are
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Multiplication (o0 ero
o Co,1 €C11
3 The adjacency . .
matrix only shows . Com C1m
paths of length 1 (1., — (4, x b1,) + (ais x bs) + ...
adjacent) N
s If we have an Cij = ) aikbhg

k=0

adjacency matrix M,
then Mshows us
paths of length 2,

and M + RBhows is

paths of length 1

and/ or 2 e




= J ldentity S

3 ldentity: For an 1 0 ... 0
operatior?, if | Is 0 1 0
the Identity, then 1 = .

X° =X :
0 0O 1

3 The identity
element (for scalar
multiplication:
1*X=X)

» Trivia: name the
additive identity
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| Inverse s

3 Inverse: For an
operatior?, if I is the
ldentity, and Xis the 7 —
Inverse of X, then o L
XeXi=]| O 0 ... 1
3 1/X Is the multiplicative
Inverse of X

»Tril vi a: W h T )
inverse?

o =
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] Geometric Seric NS

3 What If it were
possible to calculate a
single matrix that Aoa) e - 1w a?ia®r ..
showed the existence l—2
of paths of arbitrary
length?

3 Consider this IT-—M)Y ' '=T+M+M>+M>+ ...
polynomial

3 |ts analog for matrix

math (oTransitive
Closureod)
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%2 J\Where Does This Get (D

3 |If we had a way of spotting password trust
rel ati onshi pse

sWeoOd have one way of
severity of wvul ner abi

1. Log Into systems
2. Dump password hashes (and cache, and prive
3. (Generate matrix
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@ | Connectivity graphs! s

3 If system X Is hacked,

what ot
should
Indirect

ner systems
ne considered

y hacked?

» Financial institution

(120

or so hosts)

3 It would be nice to
play whatf games,

al s o:

eliminate the help

desk

owhat

account ?6
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